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MUC TIEU CUA DU AN

« Nang cao kha nang xu ly

------
EEEE

ctia hé thong Tra cu
théng tin tin dung CIC &
cac td chrc tin dung
ngay cang tang trwvdng
nhanh

Tai s* dung ban tin tin
dung theo chu ki cai dat
dwoc giup td chwe tin
dung giam chi phi tinh
bang lan.

Kha nang mé rong

« M& rong kénh két ndi véi cac NCC
théng tin tin dung khac trén thi
tredng thdng qua gidi phap két noi
da hoan thién nhw: PCB, VMG

« Tw phat trién va lam chd hé thdng
CIC GW két ndi trwc tiép téi AP
cia NHNN(thay cho cac san pham
cl tlr cac cong ty thw 3) 1a tién dé
cua viéc khai thac data thdong qua
DataWhiteHouse, DatalLake...

Nang cao trai nghiém

« Giam th&i gian nhan két
qua t* NHNN va th&i gian
X ly & cac té chire tin
dung toi wu nhat

« Tang trai nghiém nguoi
diung trén hé thong CIS



No. Component Description
1 Dé&ng nhap NSD dung User name va Password domain dé& dang nhap vao hé théng
2 Dang xuét NSD dang xuét khai hé théng
3 Tao phiéu héi tirng 1an NSD tao yéu cau hai tin tirng lan. Nguén héi tin bao gébm: CIC/ PCB/ VMG
4 Hai thd cong CIC — KH nwéc ngoai NSD hai théong tin KHNN qua kénh thu cong cua CIC
5 Héi thi cdng CIC — Xép hang tin dung NSD héi théng tin Xép hang tin dung qua kénh thi céng ctia CIC
6 Haoi thi cong PCB — Canh bao danh muc NSD hai tin Canh bao danh muc theo kénh thi cong cia PCB
7 Hai tha cong PCB — Truy vét KH NSD hai tin Truy vét KH theo kénh thi cong ciia PCB
8 Tim kiém yéu cau NSD tim kiém yé&u ciu da c6 trong hé théng
9 DVKD duyét yéu cau Cép KS & BVKD phé duyét/ tir chdi yéu cau da tao
10 Hay yéu cau chwa duyét Nguw&i khéi tao hlly yéu cau da trinh 1én cdp KS & DVKD nhung chwa duwoc duyét
11 Duyét hdi lai yéu cau DV nhap liéu tai RM phé duyét/ tir chbi dbi véi cac yéu cau dwoc DVKD dé nghi hoi lai
12 Xem chi tiét yéu cau NSD xem théng tin chi tiét clia yéu cau
13 Xuét file pdf théng tin tin dung NSD xuét file pdf théng tin tin dung khach hang
14 Hai lai yéu ciu Nguw&i khéi tao dé nghi hdi lai yéu cdu néu nhan thay théng tin phan héi chwa thda man
15 Xem chi tiét yéu cau Hai tin KHNN va Xép hang tin dung NSD xem chi tiét thong tin hai va tra | cha yéu cau Hai tin KHNN va XHTD qua kénh thi céng ctia CIC
16 Phé duyét yéu cau hai tin KHNN va Xép hang tin dung NSD phé duyét/ tir chdi yéu cau haéi tin KHNN va XHTD qua kénh thi cong ctia CIC
17 Phan héi yéu cau hdi tin KHNN va XHTD NSD phan héi yéu cau hai tin KHNN va XHTD
18 Tao phiéu héi sb lwvong Ion NSD khéi tao yéu cau theo 16




No. Non function requirement Description
1 Total number of users/ « Tbng sb User ~ 8.500 user
concurrent users « CCU~50

« TPS api: ~ 100 TPS (5TPS/1API)
e Tang trwvdng ~ 20%/nam

2 Availability requirements « RTO(Recovery Time Objective): < 1 hour (Highest)

« RPO(Recovery Point Objective): < 1 hour (Highest)

« ng dung dap trng viéc mé rong hiéu nang va module

« ng dung hd tro md hinh chay song song va can bang tai théng qua citrix

3 Service Availability « Tier 2: 99%

4 Performance requirement » Thoi gian hoan thanh hai tin sang CIC NHNN la 1 minute

« Thoi gian tr luc nhan response CIC NHNN - Cap nhat két qua vao CIS nbi b la 30s

- Hé thdng cé chirc ndng ghi log, chirc ndng giam sat hé thdng dé ngwdi van hanh cé thé xem, do dwoc performance
cua hé thdng

5 Data Volume Tang trwdng ~ 20%/nam

6 Data retention period requirement * Archive di¥ liéu: sau 12 thang ) , ]
« D liéu & vung archive: Lwu vinh vién hoac lwu toi thieu 10 nam
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chira cac 1 dung, xt Iy logic va céc job

APlmahé |
théng tra

clru cung
cdp dé cac
hé théng
ndi bo call
vao

genfile

HE THONG TRA cU'U
CIC,PBC,VMG

Data

T
N

Database server Tra
ctru CIC,PBC,VMG
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Hé thc“')ng ndi bé call APl cua Hé
thong tra cwu CIC thdng quan
APl GW Internal dé tra ctru
théng tin CIC.

Hé théng tra cwu CIS thwc hién
call APl théng qua Forwarder
LPB dén VMG dé thyc hién tra
clru cac ban tin realtime v&i
VMG

Hé thdng tra clru CIS két noi
dén PBC thdong qua dwdng
leased line dé thwc hién tra cu
cac ban tin Realtime v&i PBC
Hé thdng tra clru CIS két noi
dén CIC Gateway

CIC Gateway két ndi dén CIC
NHNN thwc hién tra clru ban tin
real time va bat dong bd bang
APl dang SOAP



Luong Service RealTime

« Cac Req (1) tr User qua CIS Portal
dé tra clru CIC, thdong tin Req sé
day sang module CIC Gateway.

« Cac Req tlr hé thong khac sé call
qua API Center, néu |a truy van
théng tin (9) & VMG, PCB sé& di FW
dé truy van twong ng va trd vé két

8 o —
= External System

Hé thong tra ciru thong tin tin dung Forwarder

—> APICenter @ »
qua.

VMG
CIC Gateway @ FW Thong tin 4{ oC8 1
e e 9 \ « Néu truy van CIC realtime sé& call

Success DAy théng tin ) . Z.
(GmwaySemcey y G) | vao khoéi module CIC GW
— } |« Trong khoi module CIC GW, GW
CIC NHNN '
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CSl Portal
Job gen file

service sé xac thwc request dén.
« Néu khdng hop &, két thuc ludng.
« Néu Xac thwc thanh céng, Req

duwoc GatewayService (3) call qua

{hné" '.né"g‘.w-'é‘.}@ (*én Xt Iy i —u}
qud L(GatewaySemce)
Forwarder(4) t&i NHNN (5).
- Két qua trd vé tv NHNN sé qua

GatewayService (7) dé tién xt ly d
liéu va tra Response lai cho CIS

Portal / APl Center

Fail @

return response




Ludng Service Bat dong bd - Hoi tin

Hé thong tra clru théng tin tin dung

Forwarder

External System

0

JobV2-Hdi tin

CIC Gateway @ @

-

Message queue

Ddy thong tin

héi tin
—

(HoitinService)

)

Message queue
van tin

0

Fall

®

CIC NHNN

X

@ Success

(Céa nhat trang thai

ban ghi hoi tin vao
L database

return response

User truy cap qua CIS Portal sé
submit truy van héi théng tin CIC.
CIS Portal check & ghi nhan vao DB
dé tbng hop gi truy van.
JobV2-Hdéi tin (1): Job dinh ky chay
doc DB va déng goi cac ban ghi
cung 1 loai san phdm thanh 1 batch
16 (50 req) va day vao Message
Queue hai tin (2).

HoitinService (3) lay di liéu tw
Message Queue hadi tin => build ban
tin va day dir liéu qua Forwarder(4)
t&i NHNN(5)

HoitinService (7) nhan response tw
NHNN qua FWD, insert
request/response vao DB
ClICGateway, cap nhat trang thai (8)
da haoi tin vao DB CIS .

Péng thei day data vao Message
Queue van tin(9) dé phuc vu cho
bwdc van tin tiép theo.



Luong Service Bat dong bo - Van tin

Hé thong tra ciru thong tin tin dung

Forwarder

External System

CIC Gateway @

Day thong tin

o
pds
o
—

(VantinService)

Message queue @

ia‘” tun

Nhan response

®

CIC NHNM

VantinService

Fail

Success

f:é: nhat trang tha

ban ghi van tin, tén @
L,u} N ol iy, vy

gatabase

retum response

J

Sau khi luéng hdi tin chay va day
lan chay Request H&i tin vao Queue
van tin dé lwu vét va chay luéng van
tin.

VantinService (1): Service nay lay
di liédu t MQ van tin (2) a Build
ban tin va day d liéu qua
Forwarder(3) t&i NHNN(4)

Két qua response tra vé t» NHNN
qua FWD duoc Vantin service insert
request/response vao DB cua
schema CICGateway. (6)

TH chwa c6 két qua, tiép tuc day lai
ban tin vdo MQ van tin (2).

TH da c6 két quda, cap nhat trang
thai, k&t qua (7) da hdi tin vao DB
cua cum CIS portal



Application and Integration Architecture

Hé théng tra clru thong tin tin dung va BHXH (CSI)
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APl Center (1a): La webservice tiép nhan
cac req call APl théng tin Realtime. Cac
req truy van realtime CIC dwoc chuyén
sang CIC Gateway module dé thwc hién
call t&i CIC NHNN

V&i cac truy van realtime khac t&éi VMG(9),
CIS(10) sé call qua FW.

CIS Portal (1b): User tra ctru théng tin tin
dung va BHXH qua website nay, théng tin
lwu & DB CIS.

JobV2-Hdi tin (2b) doc gom 16 50rgds tw
DB CIS va day ban tin vao Kafka Queue.
HoitinService (5) lay d& liéu tr Kafka
Queue va build géi tin gri sang NHNN, va
VantinService (6) truy van két qua tra vé
t* NHNN, Update ban ghi vao DB CIS(7),
Insert req/res vao DB CIS Gateway(8)
Note: - Phan Nang céap tdéi wu hiéu nang &
xtr ly tra cru & CIS Portal va jobV2 Héi tin
quét dinh ky vao DB CIS (30s) sé xem xét
thwec hién & GD2 sau (xem xét bd jobV2-
Hai tin dé tr Portal day thdng vao Queue,
giam tai truy van lién tuc vao DB;

- St dung Redis dé tadng hiéu nang x&r ly

truy van)



1 N

Source system Destination system Intergration Type Frequency Description
APICenter CIC Gateway API (REST) Realtime Cac service realtime S37, bao cao
CIS Portal
APICenter : Y .
CIS Portal PCB, VMG API (REST) Realtime Check théng tin tin dung va BHXH qua Forwarder
CIS Portal FCC APl (SOAP) ESB - Realtime Get théng tin CIF khac hang
CIS Portal File Server SFTP Realtime P4y lwu va truy van file PDF , XML sinh ra khi tra ciru.
Get théng tin nhan vién va don vi (Tén, ma NV, ngay sinh, tinh trang,
HR CIS Porta ) Near Realtime | ngay vao cty, tai khoan, ma don vi C1,2,3,4
- Can chuyén vé déng bé qua ODH/MDM.
JobV2-Hai tin MSMQ Message queue 30s PAay théng tin héi tin CIC vao queue
Gateway Service CIC NHNN API (SOAP) Realtime Call api S37 va bao cao dén CIC NHNN qua Forwarder
Hoitin Service CIC NHNN API (SOAP) 30s Gui goi tin batch Req Xac thye CIC NHNN qua Forwarder

sang CIC NHNN qua Forwarder




1 DS

Source system Destination system Intergration Type Frequency Description
Vantin Service CIC NHNN API (SOAP) 30s Dinh ky truy van CIC NHNN dé lay két qua Response
H0|t|_n SeNI.CG Microsoft Sql Server EntityFrameworkCore Realtime Lwu db hai tin, van tin, log reg/res
Vantin Service
Hoitin Service MSMQ Message queue 30s Lay ban ghi hdi tin tlr queue
Vantin Service MSMQ Message queue 30s Lay ban ghi van tin tr queue van tin

Cac Webservice Redis REST Realtime Lwu cache, cai thién tdc do xur ly

Céac Webservice Prometheus/Grafana REST Realtime Pay log dé cac hé thdng ngoai Monitor

Céac Webservice ELK Logstash Realtime Pay log dé cac hé thong ngoai Monitor
Hoitin Service Gateway Service API (REST) Realtime Xac thuc & Call WebService diéu hwéng goi CIC
Vantin Service Gateway Service API (REST) Realtime Xac thue & Call WebService diéu hwéng goi CIC
Hoitin Service Gateway Service API (REST) Realtime L4y token xac thwe CIC NHNN & goi ws CIC
Vantin Service Gateway Service API (REST) Realtime Lay token xac thwe CIC NHNN& goi ws CIC




Database
(SqlServer)
Cung DB-khac schema

Table

Description

GW_TBL_SOAP

Lwu théng tin cac théng tin lién quan request/response gri t&i CIC NHNN

GW_TBL_USERS

Lwu théng tin users dwoc phép truy cap vao hé thdng CIC Gateway

CIC_GATEWAY
CIC_PHIEUHOITIN Thong tin hai tin tr CIS Portal, APICenter
CIC_YEUCAUTRACUU Chi tiét phiéu hai tin
SYS ROLE Lwu danh sach quyén
CIC_WEB ,
SYS USER Lwu danh sach user hé thong
CIC_LOG_API Log cho lubng PCB

LOG_API_CENTER

Log cua module APICenter




DEPLOYMENT ARCHITECTURE

Deployment Model (DC - DR)
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« M6 hinh trién khai c6 DC va DR, & DC c6 2
node mdi tang dé ddm bdo HA (¥ng dung
mwc cao)

e DC:

2 may VM chay Web CIS Portal chay
Active — Active dwoc LoadBalancer
qua Citrix

2 may VM chay API Center duoc
LoadBalancer qua Citrix

2 may VM cap méi cho CIC GW chay
Actice — Standby

1 may VM File server |lwu file gen xml,
pdf (qua SFTP)

Zone DB chay v¢&i 2 Node Primary —
Secondary (Replicate)

Cum Kafka + Redis cai cluster 3 node

1 may VM chay Web CIS Portal

1 may VM chay API Center

1 VM chay CIC GW

1 may VM File server lwu file gen
Chay déng bo tw dong véi DC qua
Rsync ....

1 Server DB chay déng bdé SQL
Mirroring v&i DC

1 VM chay single node Kafka + Redis
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Name Description Cpu (Core) Ram (GB) Disk (GB) Quantity

ELK/

Prometheus, Phuc vu theo doi, giam sat va log 4 16 400 1
Grafana

Kafka \ Redis 3 Kafka brokers/ 3 Redis , 4 16 300 3

Phuc vu cache va Queue dé tang performance hé thong
A a Web Portal User truy van.

CIS Portal Noi bo Theo do dac AVG(9T/2022) = 60GB/Month 16 32 600 2
API Center AP| webservice center tiép nhan, ghi log, fw x& ly 6 16 220 2
Application CIC Gateway | CIC Gateway 8 16 150 2
File server Lwu triy file Gen tap trung thay cho lwu tai server App 4 16 1500 1
DB CIS DB CIS + CIC GW 24 32 1.5TB 2




D\

Name Description Cpu (Core) Ram (GB) Disk (GB) Quantity

CIS N6i bd Portal Web Portal User truy van. 8 32 600 1

API Center AP| webservice center tiép nhan, ghi log, fw x ly 8 16 300 1

File server Lwu triy file Gen tap trung thay cho lwu tai server App 8 16 1500 1
éfg'ggizxay Thay thé cho H2H application/ jobs 8 16 150 1

DB CIS DB CIS + CIC GW 24 32 1.5TB 1
ELK/

Prometheus, Phuc vu theo doi, giam sat va log 4 16 400 1
Grafana

Kafka \ Redis Il}rf?;k\a;ubcr:c:::?\f/\/; lgiccjaije dé tang performance hé théng 4 16 300 1




D\

Name Description Cpu (Core) Ram (GB) Disk (GB) Quantity
ELK/
Prometheus, Phuc vu theo ddi, giam sat va log cho ha tang SIT/UAT
4 8 200 1
Grafana chung

Kafka brokers & Redis ]
Kafka/ Redis Phuc vu cache va Queue (dung chung SIT/UAT) dé tang 4 8 60 1
performance hé thong

CIS NG6i b6 + CIC
Gateway Web server app 4 24 500 1
(SIT)

DB CIS (SIT) DB CIS + CIC GW 4 16 200 1
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Name Description Cpu (Core) Ram (GB) Disk (GB) Quantity

ELK/ . . e s \

Prometheus. Phuc vu theo dbi, giam sat va log cho ha tang SIT/UAT 4 3 200 1
chung

Grafana

Kafka brokers & Redis ]
Kafka/ Redis Phuc vu cache va Queue (dung chung SIT/UAT) dé tang 4 8 60 1
performance hé thong

CIS NG6i b6 + CIC
Gateway Web server app 4 24 500 1
(UAT)

DB CIS (UAT) DB CIS + CIC GW 4 16 200 1
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